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Tech Support Scam

Nobody wants a broken computer, and fraudsters

know this! A common fcam currently targejltlng Can You Spot the

computer users is the “tech support scam.” A hacker

will force a message to appear on your screen Most Common

claiming to be from a fake tech support company Scams?

that found a virus on your computer. The problem? It

doesn't look fake! It looks real! The hacker tells you to Scams are everywhere.

call a number. When you call, they ask you to follow Can you tell the real from

a few steps to give them access to your computer so the fake? Sometimes

they can “fix the virus.” They aren't fixing anything. scams look extremely

They are really stealing personal information from realistic! Read on for three
common scams and how

your computer. to spot them.

Scare Tactics
Viruses sound scary! This

message is meant to scare you,
so you'll act without thinking.

Phone Number
Real security alerts will never
have a phone number; this
scam alert does.

Computer Access

Once they have you on the
phone, scammers will ask you
for information or ask you

to give them access to your
computer. This is how they
plan to steal from you.

Never click a link or call a number on a message that pops up on your
computer. Call a trusted friend or relative if you need help setting up
security software, strong passwords or automatic software updates.



Scammers know people have great trust with their
bank. That is why bank impersonation scams are
one of the most common scams today. In this scam,
the fraudster pretends to be your bank by sending
a text message, email or phone call that looks or
sounds real. The message usually warns you about
suspicious activity, a locked account or a payment
transaction. They will usually ask you to click a

link, reply or call a number to “fix” the problem or
to verify your account. The goal is to rush you into
acting quickly to secure your account.

Always connect to your bank account
through verified or self-initiated
channels. Contact your bank through
the number listed on your bank’s
card, official website or app to verify
the legitimacy of the message.

UNKNOWN NUMBER —~
0123456789

Decline  Accept

Scam messages often include a
link or phone number. These do
not connect to your real bank
account, but to the scammer!

Messages that say things like
“Immediate Action Required!”
are meant to scare you into
acting without thinking.

Banks will never ask for your
password or PINs to identify
yourself or to help provide
support with a bank issue.



Suspicious Sender
BANK Address

1-800-555-7327 Phishing messages often
come from emails addresses
or phone numbers that look
close to the real company, but Poor Grammer
include extra letters, wrong Pay attention to the font,

numbers or fake domains. spelling and language used
in the messages. Phishing

scams often use unique fonts
or characters that may be

ALERT: Unusual login attempt overlooked at first glance.

detectd on your account.
Acct TEMPORARILY I0cked.

If not you, act immediatly.

Verify now: ) ) Li n ks or
http://secure-verify/login.com
Attachments

Unexpected links or attachments can
lead to fake websites or downloading
harmful software onto your device.

+  Text Message

Phishing Email

What To Do Instead
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Remember

These Tips!

. Never share personal information (like your
Social Security number, bank information or
passwords) with anyone who contacts you
unexpectedly.

2. Hang up on suspicious calls. Scammers often
pretend to be government agencies, banks or
tech support. Hang up and don’'t engage with
them.

6. Never pay fees to claim prizes or sweepstakes.

3. Do notclick links in emails or texts from Legitimate prizes don't require payment to claim.

unknown senders. They may be trying to steal

your data or install viruses on your device. 7. Use strong, unique passwords and don't share

them with others.
4. Verify before you trust. If someone calls you

claiming to represent a company, verify their 8. Check financial statements regularly for
identity by calling the official number listed on unfamiliar charges or withdrawals.
their website.

9. Talk to a trusted person before making large

5. Beware of urgency tactics. Scammers pressure financial decisions or sending money.
you to act fast, so you don't have time to think.
Don't be afraid to take a breath, pause and 10. Report suspected scams immediately to local
think. authorities or the FTC (reportfraud.ftc.gov).

Stay up to date! Learn about the
most recent scams and news here
consumer.ftc.gov.
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